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1
Decision/action requested

This contribution proposes to add a new solution on Edge Data Newtork authentication and authorization for key issue #4.
2
References

[1]
3GPP TS 33.839
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

This contribution proposes to reuse the secondary authentication for the authentication and authorization between UE and Edge Date Network.
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st change ****************

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Service capability re-exposure
	
	
	
	
	
	
	
	x
	
	

	Solution #X: Authentication/authorization between UE and Edge Data Newtork based on the secondary authentication
	
	
	
	x
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

6.X
Solution #X: Authentication/authorization between UE and Edge Data Network based on the secondary authentication
6.X.1
Introduction

This solution addresses the security requirement for authentication/authorization between UE and Edge Data Network in the key issue #4. 

6.X.2
Solution details

The Edge Data Network can be regarded as a particular Data Network in the edge computing scenario. Therefore, secondary authentication defined in the TS 33.501 [7] clause 11 can be reused here for authentication/authorization between UE and Edge Data Network. A high level of the procedure is given in the following figure.
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Figure 6.X.2-1: Initial EAP Authentication with an external AAA server
Re-authentication defined in the TS 33.501 [7] clause 11.1.3 also applies here.

6.X.3
Solution Evaluation

The proposed solution meets all the requirement of Key issue #4.

The secondary authentication is reused for authentication and authorization between UE and Edge Data Network. Hence, there is no impact of the existing security procedures. 

*************** End of the 2nd change ****************
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